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Notices

Copyright Notice
© Keysight Technologies 2016—-2025

No part of this document may be repro-
duced in any form or by any means (includ-
ing electronic storage and retrieval or
translation into a foreign language) without
prior agreement and written consent from
Keysight Technologies, Inc. as governed by
United States and international copyright
laws.

Warranty

The material contained in this document is
provided “as is,” and is subject to being
changed, without notice, in future editions.
Further, to the maximum extent permitted
by applicable law, Keysight disclaims all war-
ranties, either express or implied, with
regard to this manual and any information
contained herein, including but not limited
to the implied warranties of merchantability
and fitness for a particular purpose.
Keysight shall not be liable for errors or for
incidental or consequential damages in con-
nection with the furnishing, use, or per-
formance of this document or of any
information contained herein. Should
Keysight and the user have a separate writ-
ten agreement with warranty terms cov-
ering the material in this document that
conflict with these terms, the warranty
terms in the separate agreement shall con-
trol.

Technology Licenses

The hardware and/or software described in
this document are furnished under a license
and may be used or copied only in accord-
ance with the terms of such license.

U.S. Government Rights

The Software is "commercial computer soft-
ware," as defined by Federal Acquisition
Regulation ("FAR") 2.101. Pursuant to FAR
12.212 and 27.405-3 and Department of
Defense FAR Supplement ("DFARS")
227.7202, the U.S. government acquires
commercial computer software under the
same terms by which the software is cus-
tomarily provided to the public. Accordingly,

913-2427-01 Rev A

Keysight provides the Software to U.S. gov-
ernment customers under its standard com-
mercial license, which is embodied in its End
User License Agreement (EULA), a copy of
which can be found at http://www.key-
sight.com/find/sweula. The license set forth

in the EULA represents the exclusive author-
ity by which the U.S. government may use,
modify, distribute, or disclose the Software.
The EULA and the license set forth therein,
does not require or permit, among other
things, that Keysight: (1) Furnish technical
information related to commercial com-
puter software or commercial computer
software documentation that is not cus-
tomarily provided to the public; or (2) Relin-
quish to, or otherwise provide, the
government rights in excess of these rights
customarily provided to the public to use,
modify, reproduce, release, perform, dis-
play, or disclose commercial computer soft-
ware or commercial computer software
documentation. No additional government
requirements beyond those set forth in the
EULA shall apply, except to the extent that
those terms, rights, or licenses are explicitly
required from all providers of commercial
computer software pursuant to the FAR and
the DFARS and are set forth specifically in
writing elsewhere in the EULA. Keysight
shall be under no obligation to update,
revise or otherwise modify the Software.
With respect to any technical data as
defined by FAR 2.101, pursuant to FAR
12.211 and 27.404.2 and DFARS 227.7102,
the U.S. government acquires no greater
than Limited Rights as defined in FAR
27.401 or DFAR 227.7103-5 (c), as applic-
able in any technical data. 52.227-14 (June
1987) or DFAR 252.227-7015 (b)(2) (Novem-
ber 1995), as applicable in any technical
data.


http://www.keysight.com/find/sweula
http://www.keysight.com/find/sweula

Contacting us

Keysight headquarters

1400 Fountaingrove Parkway

Santa Rosa, CA 95403-1738

Email address: support@keysight.com

Support
Location
Americas
US, Canada
Brazil
Mexico
Other
EMEAI
Belgium
Finland
France
Germany
India
Ireland
Israel
Italy
Luxembourg

Netherlands

Phone number

1-888-829-5558

0800-892-0522

001-888-829-5558

+1-719-273-6516

0800-18686

0800-913-352

0800-917228

0800-0824099

1800-18-02552

1800-949245

1-809-454975

0800-790571

0800-25112

0800-022-9086

Local time

8h00 - 17h00

8h00 - 17h00

8h00 - 17h00

8h00 - 17h00

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

8h30 - 17h30

Hawkeye

913-2427-01 Rev A


mailto:support@keysight.com

Contacting us

Romania
Spain

Sweden

United Kingdom

Asia and Australia

Australia

China Mainland

Hong Kong
Japan
Malaysia
South Korea
Singapore
Taiwan

Other

913-2427-01 Rev A

0213 015699

800-654386

0201-202266

0800-0293882

1-800-370-558

800-810-0005

400-810-0005

800-931-613

0120-421-621

1800-819 092

080-770-0800

800-101-3797

0800-699-880

+65 6215 7600

8h30 - 17h30
8h30 - 17h30
8h30 - 17h30

8h30 - 17h30

8h30 - 17h00
8h30 - 17h30
8h30 - 17h30
9h00 - 18h00
9h00 - 17h30
8h30 - 17h30
8h30 - 17h30
8h30 - 17h30

9h00 - 18h00

8h30 - 17h30 (Singapore)



Hawkeye

Table of Contents

CoNAC I NG US . 3
Chapter 1 Hawkeye Vision E1S Management ... ... 8
Introducing the Vision EAge 1S .. . 10
License reqUIrEmMENT 11
First Time Installation ... 12
Package ConteN s . 12
Installation PrereqUISItES .o 13
Mount the DEeVICE . ... 13
Optionally Ground the Vision EL1S DeViICe ... ... o 14
Connect Power to the VIision E1S ... ... 14
Verify the Vision E1S Is Powered ONn .. .. 15
Connect Network Cables to the Vision E1S ... ... ... 15
Connect to the Vision E1S Console Port ... 16
Perform Initial Configuration of the Vision E1S . ... ... . . . 17
Log in to Hawkeye to Continue Your Configuration ... 19
Access Software Updates and Additional Documentation ... ... ... 20
Getting Started with Vision E1S Local Manager ... .. ... 20
Getting Started with Vision E1S on Hawkeye ... . 20
Configure Vision E1S Firewall . .. . 21
Vision E1S Port Mapping and System Performance ... 21
Select the Hawkeye Application Landing Page ... .. . . 23
VISION ELS Page .o 23
VISION ELIS US@ CASES ... i 24
Configure Vision E1S Use Case 1 . ... . 28
Configure Vision E1S Use Case 1 ... 31
Configure Vision E1S Use Case 2 . ... . 35

-5- 913-2427-01 Rev A



Configure Vision E1S Use Case B . ... 37

Configure Vision E1S Use Case 4 ... .l 41
Configuring VisiON ELS . 44
Order of Operations for Configuring NETSTACK Traffic ... ... 44
CoNfIGUIE NET ST A CK . 44

Use Vision E1S NetStack Filter Parameters ... ... 45

Add NETSTACK Filters o 48

Map NETSTACK Ports, Limit Traffic, and Replicate It to Multiple Tools .................................... 50

Terminate GRE tUNNels ... 54

Originate GRE TUNNEIS . 55

Terminate VXLAN TUNNEIS .. 56

Originate VXLAN TUNNIS 59

REPICAte TraffiC ..o 60

Aggregate TraffiC . 61

Deduplicate Packets . ... 62
CONfIGUIE AP P S T A CK 63

Monitor APPSTACK Statistics Related to the Top Filters and Applications ..................................... 64

Filter APPSTACK Traffic Based on Criteria ... 64

Egress APPSTACK Filtered Traffic ... 65

Send NetFlow/IxFlow Records to NetFlow Collectors ... 66

Capture Filtered Traffic and Save Tt ... 69

Forward APPSTACK Filtered Traffic to an Outside Tool ... ... ... .. . . ... 70
ACtiVe MONITOING TS S L. 71

Convert 10G NETSTACK Port for Active Monitoring Test Execution ... 71
Upgrade the Vision ELS . 73

Update With HaWKeY e .. . 73

Upgrade in Local Manager Mode .. . 73

UL Update PrOCESS 75

LI UPAate PrOCESS ..o 77
XR-E1S Probe - Install and Configure ... . 78

XR-E 1S PrereqUISItes ... 78

913-2427-01 Rev A -6 -



XR-ELS INStallation oo 78

XR-E1S - Configuration . 78
E1S CLI COmMMaNAS .o 79
I A X 82

-7- 913-2427-01 Rev A



Chapter 1 Hawkeye Vision E1S Management

CHAPTER 1
Hawkeye Vision E1S Management

The Vision Edge 1S (E1S) is a next generation packet broker that is managed by the Hawkeye
server/controller. This section explains how to configure and use the Vision E1S.

Vision
E1S

In this chapter:

Introducing the Vision Edge 1S .. .. . . 10
License requirement . . 11
First Time Installation ... 12
Package Contents . . 12
Installation Prerequisites ... .. . 13
Mount the DEeVICE ... 13
Optionally Ground the Vision E1S Device ... ... 14
Connect Power to the VISion ELS ... ... ... 14
Verify the Vision E1S Is Powered On .. ... 15
Connect Network Cables to the Vision E1S ... 15
Connect to the Vision E1S Console Port ... 16
Perform Initial Configuration of the Vision E1S . ... ... .. .. . . .. 17
Log in to Hawkeye to Continue Your Configuration ... ... ... ... ... 19
Access Software Updates and Additional Documentation ... 20
Getting Started with Vision E1S Local Manager ... ... ... ... 20
Getting Started with Vision E1S on Hawkeye ... ... ... .. ... 20
Configure Vision E1S Firewall . . . 21
Vision E1S Port Mapping and System Performance ... 21
Select the Hawkeye Application Landing Page ... 23
VISION ELS Page .o 23
Vision ELIS US@ CaAS@S ... 24
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Configure Vision E1S Use Case 1 . ... . 28
Configure Vision E1S Use Case 1 ... 31
Configure Vision E1S Use Case 2 .. ... 35
Configure Vision E1S Use Case 3B . ... 37
Configure VIision E1S Use Case 4 ... 41
Configuring Vision ELS . 44
Order of Operations for Configuring NETSTACK Traffic ... 44
Configure NET ST ACK 44
Use Vision E1S NetStack Filter Parameters ... 45
Add NETSTACK FIlEEIS ... 48
Map NETSTACK Ports, Limit Traffic, and Replicate It to Multiple Tools ............................... 50
Terminate GRE LUNNEIS ... .. 54
Originate GRE TUNN IS 55
Terminate VXLAN TUNNEIS L. 56
Originate VXLAN TUNNIS . 59
Replicate TraffiC 60
Aggregate TraffiC . 61
Deduplicate Packets .. ..o 62
Configure APPST ACK . 63
Monitor APPSTACK Statistics Related to the Top Filters and Applications .......................... 64
Filter APPSTACK Traffic Based on Criteria ... ... 64
Egress APPSTACK Filtered Traffic ... 65
Send NetFlow/IxFlow Records to NetFlow Collectors ................................................... 66
Capture Filtered Traffic and Save It ... .. 69
Forward APPSTACK Filtered Traffic to an Outside Tool .................................................... 70
Active Monitoring Tests ... 71
Convert 10G NETSTACK Port for Active Monitoring Test Execution .................................... 71
Upgrade the Vision E1S . 73
Update With HaWKeY e . 73
Upgrade in Local Manager Mode ... . 73
UL Update ProCeSS .. o 75
CLIUPAAE PrOCESS ... 77
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XR-E1S Probe - Install and Configure ... 78
XR-E1S PrereqUISItes .. o 78
XR-E1S Installation ... 78
XR-E1S - Configuration ... . 78

E1S CLI CommMaAaNdS ... 79

Introducing the Vision Edge 1S

The Vision E1S helps you get insight from your users, network, and services at the edge of your
network. The Vision E1S provides visibility at the edge into network performance, monitoring,
diagnostics, and troubleshooting.

The Vision E1S enables you to distribute network brokers at the edge of the network enabled with
NetFlow/IxFlow plus active monitoring for remote site visibility and diagnostics. In your branch sites,
use the Vision E1S to:

» Distribute network packet brokers (NPBs) to aggregate traffic with local tools or tunneled traffic
to centralized Vision NPBs or analytics tools

» Understand the network with NetFlow metadata, bandwidth, utilization, top applications, top
talkers, and top performers

» Perform synthetic monitoring of visibility and diagnostics on remote connectivity to the cloud,
internet, WAN, and LAN

The Vision E1S gives you visibility into the edgeless enterprise packet, flow, and active diagnostics in
one with the following family of "stack" features:

* NetStack
= Mapping (1:1)
= Aggregation (M:1)
= Replication (1:N)
® Line rate 10G

» PacketStack
= | 2GRE origination

m | 2GRE termination
® |ine rate 10G

« AppStack
® IxFlow generation

= App-based filtering

PCAP catpure/export
= 2Gbps application ingress processing

e Active Monitoring/Hawkeye Test Execution
= Node to Node tests

® Test Execution Mesh

913-2427-01 Rev A -10-



Chapter 1 Hawkeye Vision E1S Management

® One-arm real tests (Real Service)
= Generate 10Gbps of TCP/UDP flows

In addition, the Vision E1S provides unified management of:

* On-premise server or cloud-based

» All Vision E1S systems centrally

» SLA-based approach for performance management
» Reporting and analytics of metrics

« Data warehouse for years and trending

License requirement

A Hawkeye server fully manages a Vision E1S. With any Vision E1S deployment (one or many), you
may deploy a Hawkeye server to control it or utilize the Local Manager Interface without a license.

With your Vision E1S order, you receive:

e The Vision E1S hardware appliance

» A perpetual license activation code for its Hawkeye server

If the appliance is a demo unit or a spare unit, the license is not provided. For a demo unit, contact
your Ixia representative to get a temporary license. For a spare unit, it uses the main unit license
because it replaces that unit as its spare.

When you first install it, the Hawkeye server comes unlicensed. If you only activate the Hawkeye
server for active monitoring, then you cannot manage Vision E1S units nor register Vision E1S probes
on the Hawkeye server.

On the other hand, if you only enable the Hawkeye server with a Vision E1S license, then you can
only use the Hawkeye server to manage Vision E1S functions - packet broker, packet capture,
application monitoring, and filtering. You cannot use the Hawkeye server for active monitoring.

But if you activate the Hawkeye server for both active monitoring and Vision E1S management, then
you can you use it for both of those functions. You use the Hawkeye server to manage Vision E1S
units and run active monitoring on Vision E1S units and on any other probes that are registered to the
Hawkeye server.

Your start page, after you log in, depends on the license you have installed on your computer:

» If you have both the licenses activated on your Hawkeye server (active monitoring bundle +
Vision E1S), then you can configure Hawkeye to set either Main Dashboard or Vision E1S to
be your start page. See Select the Hawkeye Application Landing Page on page 23.

» If you have only the Vision E1S license activated, Vision E1S is your start page.

You only require an enabled Hawkeye license to perform active monitoring
Tests. You only require an enabled Vision E1S license to perform NetStack,
PacketStack, and AppStack tests.
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First Time Installation

This section covers the information you need for the first time installation of your Vision Edge 1S

device:
Package Contents .. ... . . 12
Installation PrerequUisites ... 13
Mountthe Device ... 13
Optionally Ground the Vision E1S Device ... ... ... ... 14
Connect Power tothe Vision E1S ... ... 14
Verify the Vision E1S Is Powered ON ... 15
Connect Network Cables to the Vision E1S ... 15
Connect to the Vision E1S Console Port ... 16
Perform Initial Configuration of the Vision E1S .. ... ... .. .. .. ... ... 17
Log in to Hawkeye to Continue Your Configuration ... ... ... ... ... 19
Access Software Updates and Additional Documentation ........................................ 20

Package Contents

The Vision Edge 1S ships with the following package contents:

i A Wb

Ixia Vision Edge 1S device
Rackmount Kit: 2 brackets and 8 screws

Four adhesive foot pads

Relevant power cords for your geographical location: US, Continental Europe, UK, or Asia
Console cable: RJ45-to-DB9
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Installation Prerequisites

As a prerequisite to complete the initial configuration found later in this guide, first deploy the
Hawkeye server.

1. Go to the following location on the Ixia Customer Support portal:
https://support.ixiacom.com/software-downloads/186

2. Download the following:
a. Hawkeye software (OVA or QCOW?2)

b. Hawkeye Getting Started Guide, which contains the complete instructions on
installation requirements, deployment options, and steps to license the Hawkeye server
for managing Vision Edge 1S systems

Mount the Device

Either rack mount or desktop mount the Vision E1S device.

Rack Mount

To rack mount the Vision E1S device:

1. Attach the bracket ears to the front left and right of the device.

2. Use the screws and cage nuts supplied with the rack to secure the device in the rack.

Desktop Mount

To desktop mount the Vision E1S device:
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1. Affix the included adhesive rubber foot pads to the bottom of the device.

2. Carefully set the device down on a desktop with plentiful airflow space around the Vision E1S.
Optionally Ground the Vision E1S Device

V1lelar\all Ensure that the rack is properly grounded and in compliance with ETSI ETS 300
253. Verify that there is a good electrical connection to the grounding point on

the rack (with no paint or isolating surface treatment).
To ground the Vision E1S device (optional):

1. Attach the grounding wire (#18 AWG) to the grounding point on the device rear panel.

2. Connect the other end of the wire to the rack ground.

Vlel:ay\ i@l Caution: The earth connection must not be removed unless all supply
connections have been disconnected.

Attention: Le raccordement a la terre ne doit pas étre retiré sauf si toutes les
connexions d’alimentation ont été débranchées.

Connect Power to the Vision E1S

To connect power to the Vision E1S device:
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1. Connect one or two AC power cords to the PSU(s) to power up the system.

‘\

Verify the Vision E1S Is Powered On

To verify that the Vision E1S is powered on:

1. Check the Power LED located on the left front of the device.
When operating normally, the power LED is green.

T .ttﬁ“tt...!t.tl
O- PFe—1l 90060600069
51... PO gp 0SS

(}L 000000 OOIONCSOSOOIOOOOOODS

g2 ®w S R R R R R B
- oo "W ggeeeceeee
o9 A A N R R BN

¢ P90 0OPSSCOIOO
e e ., 00
e ®o0o0® oS00
o9 900000 OO

AM1T YM2

Connect Network Cables to the Vision E1S

To connect network management and transceiver cables to the Vision E1S:
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1. Connect a Category 5e or better cable to the network management port labeled M1.

NOTE A DHCP server must be available or set a static IP address as outlined later
in this guide.

2. Install SFP+ transceivers.

NOTE The following transceiver is supported in the SFP+ ports:
¢ 10G SFP+ (SR) Keysight PN: MM850-PLUS

+ 10G SFP+ (LR) Keysight PN: SM1310-PLUS
« 10G SFP+ CU Keysight PN: SFP-10GBASE-T-XCVR

NOTE The SFP+ ports on the Vision E1S do not support the use of any 1G SFP or
1G Copper transceivers.

3. Connect fiber optic cabling to the transceiver ports.

4. As you make the connections, check the port status LEDs to ensure that the links are valid and
working properly.

Connect to the Vision E1S Console Port

To manage the Vision E1S, connect to its console port and configure the port.

To connect to the Vision E1S console port and configure it:
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1. Connect a PC to the serial console port using the included console cable.

2. Configure the PC's serial port as follows:
a. 115200 bps

b. 8 data bits

c. No parity

d. One stop bit

e. No flow control

3. Login to the Vision Edge 1S system using the default settings.
a. Username: ksuser

b. Password: keysight

4. After logging in the first time, change the default password keysight for username kuser,
following your company’s standards for passwords, using the supported Linux command:

-bash-4.2%$ changePasswd
Changing password for user ksuser.
New password:

Perform Initial Configuration of the Vision E1S

To perform the initial configuration of your Vision E1S:

1. If you are using Static IPv4/6 addresses on the Management Interfaces, please run
interfaceConfigure. When prompted, select the interface you want to configure, and answer
the questions to complete the interface configuration.

NOTE enp2s@ is port M1, and enp3s@ is port M2.

#interfaceConfigure

0 : M1 (enp2s9)
1 : M2 (enp3s9)
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e . EXIT

Please select an interface to configure: 1
Chosen interface is: enp3s@

IPv4 Only

IPv6 Only

Both IPv4 and IPv6
EXIT

D W N B

Config interface as: 3

The current DEFROUTE interface is enp2s@

Would you like enp3s@ to be the IPv4 default route? (Y/n):

Would you like to configure the IPv4 MTU size on this interface? (y/N):

Interface enp3s@ currently configured for dhcp.

1 : dhcp
2 : static
e : EXIT

Config IPv4 interface as: 1

Would you like enp3s@ to be the IPv6 default route? (y/N): y
Would you like to configure the IPv6 MTU size on this interface? (y/N):

Interface enp3s@ currently configured as static.
IPv6 Address: 2690:11bf:ac36:c080::b:8008

1 : dhep
2 : static
e : EXIT

Config IPv6 interface as: 2
Enter static IPv6 address (2690:11bf:ac36:c080::b:8008): 2690:11bf:ac36:c080: :b:4004
Would you like to enter an IPv6 default gateway? (Y/n):
Enter IPv6 Gateway (2690:11bf:ac36:c080::b:1):
Current DNS servers (Maximum 3):
8.8.8.8
8.8.4.4
Would you like to delete any current DNS servers? (y/N):

Would you like to enter an IPv4 DNS server? (y/N):
Would you like to enter an IPv6 DNS server? (y/N):
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0 : 8.8.8.8
1 : 8.8.4.4
n : No

Would you like to order your DNS Servers (Select number of first DNS Server or n for
No): n
#

Changes are applied when the script is completed, and you can verify changes with the ip a
command.

2. Set the host name of your new Vision E1S if necessary.
-bash-4.2% changeHostname <new_Hostname>

3. Change the default password keysight for username ksuser, using the changePasswd
command.
-bash-4.2% changePasswd
Changing password for user ksuser.
New password:

4. Configure the systems for connections to the Hawkeye Server that controls this Vision E1S.

-bash-4.2$% probeConfigure

Probe/Host Name (els-lax-01):

<New_ProbeName_If Desired>

Hawkeye Server (hawkeye-server-ip-address):

<Hawkeye_Server_Hostname_or_IP>

Error connecting to server: <urlopen error [SSL:

CERTIFICATE_VERIFY_FAILED] certificate verify failed

(_ssl.c:600)>

Use this server anyway? (y/N): y

Using anyway

Require valid server certificates? (y/N):n

The Hawkeye Server image ships with a Self-Signed SSL Certificate. This
triggers the error shown above: “<urlopen error [SSL: CERTIFICATE
VERIFY FAILED] certificate verify failed (_ssl.c:600)>".

Even if you have not already replaced the SSL certificate with one from a
Certifying Authority (CA), as explained in the Hawkeye Getting Started
Guide, for the question Use this server anyway?, selecty (yes) to use
this server anyway.

For the question Require valid server certificates?, if you have an
SSL certificate from a Certifying Authority (CA), then you can select y

(yes) instead of n (no) to require a valid server certificate and use your
certificate.

Log in to Hawkeye to Continue Your Configuration
The Vision E1S is now ready for operation.

To log in to the Hawkeye server/controller:

-19- 913-2427-01 Rev A



Chapter 1 Hawkeye Vision E1S Management

1. Browse to the Hawkeye server:
https://hawkeye-server-ip

2. Log in to continue configuring the system.
Access Software Updates and Additional Documentation

To access software updates and additional documentation like the Hawkeye and Vision Edge 1S user
guides:

1. Select the following link or navigate your browser to:
https://support.ixiacom.com/

2. Select Software Downloads > Hawkeye.

Getting Started with Vision E1S Local Manager

The following is the order of operations for setting up the Vision E1S to be controlled by its local
manager:

1. Install the Vision E1S.
See First Time Installation on page 12.
a. Rack the Vision E1S.

b. Apply power to the Vision E1S.

c. Connect to the Vision E1S through its Console (Ethernet) port on the front of the Vision
E1S.

d. Change the default password from ksuser to a unique password, according to your
company's password standards.

e. Configure the interface if needed (which is DHCP by default).

f. Through a CLI, run the probeConfigure command.
i. Setthe Hawkeye server IP address to 127.0.0.1.

2. Use a browser to connect to the management IP address of the Vision E1S:
https://<E1S IP or Hostname>

Local manager is introduced as part of Release 4.0. If your E1S is running
release 3.x, you must upgrade through a Hawkeye Server 4.x Installation.

Locally managed Vision E1S devices are always in secure mode. Please continue to Vision E1S Port
Mapping and System Performance.

Getting Started with Vision E1S on Hawkeye

The following is the order of operations for setting up a Hawkeye controller and connecting Vision E1S
Network Packet Brokers to it to configure and manage them:

1. Deploy the Hawkeye server.
See the Hawkeye Getting Started Guide, located on the Ixia Customer Support portal.
Select USER GUIDES > Hawkeye.
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a. License the Hawkeye server.
i. Install the Vision E1S License (required).

ii. Install the Hawkeye license suite (optional).

2. Install the Vision E1S.
See First Time Installation on page 12.
a. Rack the Vision E1S.

b. Apply power to the Vision E1S.

c. Connect to the Vision E1S through its Console (Ethernet) port on the front of the Vision
E1S.

d. Change the default password from ksuser to a unique password, according to your
company's password standards.

e. Configure the interface if needed (which is DHCP by default).

f. Through a CLI, run the probeConfigure command.
i. This requires either the Hawkeye server IP address or Hostname.

Configure Vision E1S Firewall

Firewall configuration is applied globally across all connected Vision E1S devices.

To configure Vision E1S firewall options:

1. Select Administration > Preferences > Traffic Port Management and then choose one of
the following from Vision E1S Firewall Configure drop-down list.

» Secure: Recommended when not performing Active Monitoring Node to Node Test, this
option closes all the ports (except for ssh and dhcpv6-client protocols), and the Vision E1S
device acts as private probe to any public probe. You cannot pass traffic between two
Vision E1S devices by using this mode when performing Active Monitoring Node to Node
Tests.

Secure mode is intended for use when the Vision E1S is being used for
NetStack and AppStack operations with the capability of running
Active Monitoring Real Service tests and private to public Node to
Node tests (private to public as noted on the Probe Management
Screen or on the SYSTEM tab of the Vision E1S.)

» Configure: This option helps you configure the firewall based on the option you choose
from Destination Port Conf Option drop-down list.

= 0: This option shuts down the local firewall opening all ports on all management and
Active Monitoring interfaces.

= 1 and 2: Recommended when performing Active Monitoring Node to Node Tests,
these options open the port range you specify in the First Destination Port and
Last Destination Port for all management and Active Monitoring interfaces.

2. Select the SAVE button.
Vision E1S Port Mapping and System Performance

The following figure shows the port mapping to stacks and the system performance.
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— __Ixia Optional Synthetic Monitoring
MGMT Network Connect to Hawkeye 10G traffic generation

0000000000000 00000000000000000000000000000000000
i ) PR AR AAAARAS AN ARERRReRaRaRaR

COOOCOO0O00]

J seeveeccce Br SYYS KX
000X LYY ) ss sesss sse
........................ o oo sccsecces

Front

Synthetic Monitoring

1G traffic generation Serial 115200

81NN

NetFlow/IxFlow Collector

Port Mapping

* Two 1G management ports for connection to the Hawkeye server (M1 for LAN1, and M2 for
LAN2)

» Management ports can also be used for:
= Active monitoring

= NetFlow/IxFlow generation to a flow collector
» Six (6) 1G copper ports for packet broker use

» Four (4) 10G ports for packet broker use
® These ports are 10G only.

» Configurable for Hawkeye traffic generation
= Use management port M2 for 1Gbps traffic

® One of the 10G ports for 10Gbps traffic (reserved)

System Performance

Performance may vary with use of multiple functions simultaneously and based on the incoming
traffic mixes on the NetStack and AppStack functions.
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NetStack/PacketStack Lossless Traffic Ingress to Egress
Packet Size 1G Interface 10G Interface
IMIX * Line rate Line rate
64 bytes 0.6 Gbps 1.5 Gbps
256 bytes 0.9 Gbps 5.6 Gbps
512 bytes Line rate 9.0 Gbps
1024 bytes Line rate Line rate
1518 bytes Line rate Line rate

* IMIX traffic refers to typical internet traffic mix. For benchmarks,
the following repartition was used: 17% of 64-byte packets, 51% of
512-byte packets, 32% of 1518-byte packets.

AppStack Up to 2 Gbps of typical application mixed traffic.

Active Monitoring Up to line rate for 1G and 10G interfaces for TCP and UDP.

Select the Hawkeye Application Landing Page

You must have both the Hawkeye and Vision E1S licenses installed to set you your landing page after
user log in. This is global to any user.

To set the start page, complete the following steps:

1. Select Administration > Preferences > Vision E1S and then choose one of the following:
« Main Dashboard: This options sets Main Dashboard as your start page.

» Vision E1S: This options sets Vision E1S as your start page
2. Select the SAVE button.

Vision E1S Page

On this page, you can view the status of all the Vision E1S devices you have installed.
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Vision E1S (2 Devices)

v B # e[ ¥ o)

(E5) aus-E1S-demol 0 (E5) aus-E1S-demo2 G

NetStack A NetStack A

Rx Packets Tx Packets Rx Packets Tx Packets

AppStack : 3 AppStack .’

Bits/sec Sessions/sec Bits/sec Sessions/sec

* Green arrow means the device is up and running.

» Red arrow means the device is down or not configured - for example, the AppStack for demo2
in the figure above is not configured.

. arrow means there is a service on the Vision E1S that is not working.
Vision E1S uses 2 ports to connect to the Hawkeye server:

» TCP Port 443 (from the Vision E1S to the Hawkeye server)—this is required for the remote
configuration of all Vision E1S management, and it is mandatory for any Vision E1S operations.

 TCP port 10117 (from the Vision E1S to the Hawkeye server)—this is required for running
active monitoring and Node to Node. It is only necessary if the Vision E1S is used for active
monitoring with Node to Node tests.

Vision E1S Use Cases

The following use cases show how the Vision E1S can benefit you:

Configure Vision E1S Use Case 1 ... ... 28
Configure Vision E1S Use Case 1 . ... .. . .. 31
Configure Vision E1IS Use Case 2 ... ... 35
Configure Vision E1S Use Case 3 . ... ... .. ... 37
Configure Vision E1S Use Case 4 . ... .. .. 41
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Use Case 1

Cloud packets - collect traffic from remote site to tools

Defines GRE or VxLAN tunnel settings
Applies filters pre-flow analysis (netstack)
Defines flow collection rules (appstack)
Defines flow collectors IPs

Stores all configurations

Tools Farm

VETS ey TN %
Remote site - ﬂ / @
— | e
I - Terminates GRE tunnels

« Filters and distribute to tools

WAN network

Use case 1 does not require a filter, although you can apply a filter to either limit the amount of traffic
sent into the GRE tunnel or to aggregate which packets come out of the GRE tunnel and go to the
tools you designate. Use the NetStack configuration table to configure GRE by changing the ingress
(GRE termination) or egress (GRE origination) from port Mode Raw to port Mode IP Enabled.

See Configure Vision E1S Use Case 1 on page 28.

Use Case 2

Remote sites - collect traffic to centralized tools with Vision architecture

Central controller -  Defines port mapping
- = Defines filter rules

(" Remote site VE1S h n§, Applies remotely
Gﬁrﬁrﬁ a - Stores all configurations
? N\ e ©
ZiE o |
\ J g
(" Remote site VE1S ) =
—L % /
- _/ p Ve
(Remote site VE18 P N
? ~ //
L *@ E _I—._ . o Vision One Tools Farm

\

(" Remote site VE1S S

e f [ % /C

sS|euun] 3459
olel} pajos||0

— » Scalable VE1 aggregation count
« Terminates GRE or VXLAN tunnels
- Distribute to tools
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Use case 2 is similar to use case 1 but requires you to configure multiple ports on the ingress side of
the Tools Farm network packet broker (a Vision ONE in the image above) with one Tool/Egress port
configuration on each of the Remote site Vision E1S devices.

See Configure Vision E1S Use Case 1 on page 31.

Use case 3

Remote sites - collect traffic flows to netflow/ixflow collector

Central controller .  Applies filters pre-flow analysis (netstack
¢ Remote site VE1S N\ = - +  Defines flow collection rules (appstack)
B Iy Defines flow collectors IPs
ﬂ ) 2 Stores all configurations
. W]
- Q B
\ )
("Remote site - VE1S ) P -
. N > /
(" Remote site VETS 7\
T 4 N
__ill — p
. /
%?E ‘ . Flow collectors
- o/ -
[ Remote site VE1S R Third party flow collection
I % Per site traffic
ﬁ _ S Ixflow extra information
| . Plugin available (Splunk)
.

J/

For use case 3, configure the NetStack tab on the Vision E1S devices to ingress data from the
remote site taps and egress it to AppStack. Configure the AppStack > Settings tab for NetFlow /
IxXFlow and NetFlow collectors for traffic flowing from the Vision E1S to the NetFlow collectors.
Configure the AppStack > Filters tab to filter out what is needed to be converted to NetFlow and
sent to NetFlow collectors.

See Configure Vision E1S Use Case 2 on page 35.
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Remote sites — capture filtered traffic on-demand and retrieve files

(" Remote site VE1S

L

(" Remote site

VETS

-

a =
~VETS % )
|

(" Remote site

(" Remote site

J

VE 1 S ,,./.,/.,, o "

Central controller -

Defines port mapping

Defines filter rules netstack+appstack
Triggers file capture

Upload capture file

1ueweﬁéue|/\|

c
(2]
(0]
28
m'U
ot
E
(0]

Tools Farm

7

R

Use case 4 is similar to use case 3 for NetStack configuration. Configure an AppStack filter and then
generate a PCAP from the AppStack component based on a filter of 100MB or less. After that, you can
download the PCAP from the Hawkeye user interface (UI) to use it in other tools.

See Configure Vision E1S Use Case 3 on page 37.

Use Case 5

Remote sites — distributed active monitoring with 10G interface

(" Remote site VE1S )

J/
VE 1 S — 7 :ﬁ

(" Remote site

VEIS )

(" Remote site

\ é_'j

\ = __ »

7
L " S
yd o 4 N2N active monitoring
e Speedtest up to 10G
Network KPI
/
Voice/Video/Unified o
/
| communication

/

-/

(" Remote site ~ VE1S // h
— 1

g J

Central controller -

Defines traffic profiles

Defines filter rules netstack+appstack
Triggers file capture

Upload capture file

1uawaﬁéuew

Hub site VE1S

El —

Real service active monitoring
Web application performance
Latency / packet loss measurements

Path discovery
Cloud applications (office 365...)
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For use case 5, use the Hawkeye UI to perform 10G active monitoring, where you configure Real
Service and Node to Node tests.

For Node to Node tests, choose the IP of the 10G interface and route from the 10G interface to the
opposite side of the Node to Node test.

Real Service tests depend on the default route in the Vision E1S device. If the default route is set on
the 10G interface, then you can run all Real Service tests of the 10G interface without any additional

configuration.

See Configure Vision E1S Use Case 4 on page 41.

Configure Vision E1S Use Case 1

Cloud packets - collect traffic from remote site to tools

Defines GRE or VXLAN tunnel settings

s 27 | - Applies filters pre-flow analysis (netstack)
. .- Defines flow collection rules (appstack)
= = Defines flow collectors IPs
VE1S controller =  Stores all configurations

Tools Farm

VE1S

,_f'*”i_m% /O

« Terminates GRE tunnels
- Filters and distribute to tools

VE1S
Remote site T
m e GRE Tunnel h

WAN network

Use case 1 does not require a filter, although you can apply a filter to either limit the amount of traffic
sent into the GRE tunnel or to aggregate which packets come out of the GRE tunnel and go to the
tools you designate. Use the NetStack port configuration table to configure GRE by changing the
Ingress Port (GRE termination) or Tool/Egress Port (GRE origination) from port Mode Raw to port
Mode IP Enabled.

To configure use case 1:
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1. Select the relevant remote site Vision E1S Network Packet Broker (NPB).

Vision E1S (2 Devices)

v B T Foon

aus-E15-demol ‘i} 5D aus-E1S-demo2 ?
NetStack 4 NetStack 4
325,180,283,3... 0 0 0
Rx Packets Tx Packets Rx Packets Tx Packets
AppStack f AppStack ‘
0 0 0 0
Bits/sec Sessions/sec Bits/sec Sessions/sec

2. On the NetStack tab, select Add.
The Ingress Port, Filter, and Tool/Egress Ports appear.

NETSTACK ~ APPSTACK  ACTIVESTACK

-

Priority  Ingress Port Filter Tool/Egress Ports
HENE i | 3 P03-1G P04-1G
Ingress Port Filter Tool/Egress Ports o
P03-1G [E47) P04-1G Za

3. Forthe Ingress and Tool/Egress Ports, select Add and select a port — for example, Ingress Port
P03-1G and Tool/Egress Port P04-1G.

NOTE To configure ports, the Vision E1S requires a port pair, thatis, both an
Ingress port and a Tool/Egress port.

4. For the Tool/Egress Port, select the edit icon.

Tool/Egress Ports [+ Add I3

P04-1G %j]ﬁ[

5. Open the Mode drop-list and select IP Enabled.
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data_1g-1

MTU 1518

Mode = IP Enabled v

Subnet Mask

Gateway

Route

Remote Endpoint

Remote |P 10.36.172.205
Address

Close

For this Vision E1S, enter the IP Address, Subnet Mask, Gateway, and Route.

For the Tools Farm Vision E1S (the Remote Endpoint), enter the Remote IP Address.
This creates a GRE tunnel from this port to the Remote Endpoint (the Tools Farm Vision E1S).

Select Close.
Select Save to save this configuration on the Remote site Vision E1S.

10. Onthe Tools Farm Vision E1S, to terminate the GRE tunnel, open a NetStack Ingress Port.

Ingress Port e

P03-1G @ ji] I

11. Open the Mode drop-list and select IP Enabled.
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data_1g-0

MTU | 1518

Mode = IP Enabled v

Subnet Mask
Gateway

Route

12. Enter the IP Address, Subnet Mask, Gateway, and Route for this Vision E1S.
13. Select Close.

14. Select Save to save this configuration on the Tools Farm Vision E1S.

Configure Vision E1S Use Case 1

Cloud packets - collect traffic from remote site to tools

Defines GRE or VXLAN tunnel settings
Applies filters pre-flow analysis (netstack)
Defines flow collection rules (appstack)
Defines flow collectors IPs

Stores all configurations

~ Tools Farm

VETS a—— W[5
Remote site / @-
G GRE Tunnel 4
%?E « Terminates GRE tunnels

Filters and distribute to tools

WAN network
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Use case 1 does not require a filter, although you can apply a filter to either limit the amount of traffic
sent into the GRE tunnel or to aggregate which packets come out of the GRE tunnel and go to the
tools you designate. Use the NetStack port configuration table to configure GRE by changing the
Ingress Port (GRE termination) or Tool/Egress Port (GRE origination) from port Mode Raw to port
Mode IP Enabled.

To configure use case 1:
1. Select the relevant remote site Vision E1S Network Packet Broker (NPB).

Vision E1S (2 Devices)

- EOET=n

aus-E15-demo1l aus-E1S-demo2 {P
NetStack 4 NetStack 4
325,180,283,3... 0 0 0
Rx Packets Tx Packets Rx Packets Tx Packets
AppStack f AppStack ‘
0 0 0 0
Bits/sec Sessions/sec Bits/sec Sessions/sec

2. Onthe NetStack tab, select Add.
The Ingress Port, Filter, and Tool/Egress Ports appear.

NETSTACK ~ APPSTACK  ACTIVESTACK

(=]

Priority  Ingress Port Filter Tool/Egress Ports

# - m 3 P03-1G PO4-1G
Ingress Port Filter + Add Tool/Egress Ports 0
P03-1G z® Pos-16 e

3. Forthe Ingress and Tool/Egress Ports, select Add and select a port - for example, Ingress Port
P03-1G and Tool/Egress Port P04-1G.

NOTE To configure ports, the Vision E1S requires a port pair, that is, both an
Ingress port and a Tool/Egress port.

4. For the Tool/Egress Port, select the edit icon.
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Tool/Egress Ports mﬁ

P04-1G %j]ﬂr

Open the Mode drop-list and select IP Enabled.

data_1g-1

MTU =~ 1518

Mode = IP Enabled v

Subnet Mask

Gateway

Route

Remote Endpoint

Remote |P 10.36.172.205
Address

Close

For this Vision E1S, enter the IP Address, Subnet Mask, Gateway, and Route.

For the Tools Farm Vision E1S (the Remote Endpoint), enter the Remote IP Address.
This creates a GRE tunnel from this port to the Remote Endpoint (the Tools Farm Vision E1S).

Select Close.
Select Save to save this configuration on the Remote site Vision E1S.

On the Tools Farm Vision E1S, to terminate the GRE tunnel, open a NetStack Ingress Port.
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Ingress Port [+ Add [

P03-1G %F |

11. Open the Mode drop-list and select IP Enabled.

MTU | 1518

Mode = IP Enabled v

Subnet Mask
Gateway

Route

12. Enter the IP Address, Subnet Mask, Gateway, and Route for this Vision E1S.
13. Select Close.

14. Select Save to save this configuration on the Tools Farm Vision E1S.
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Remote sites - collect traffic to centralized tools with Vision architecture

(" Remote site VE1S N

;| =

VE 1 S — " \

(" Remote site

VETS

(" Remote site

(" Remote site VE1S P

88—

/ _— — — " -

1uewebéuew

sjauun} 345
olyel} pajos||0D

Central controller -

Defines port mapping
Defines filter rules
Applies remotely

Stores all configurations

Vision One

= Distribute to tools

— - Scalable VE1 aggregation count
= Terminates GRE or VXLAN tunnels

Tools Farm

R|| b5

Use case 2 is similar to use case 1 but requires you to configure multiple ports on the ingress side of
the Tools Farm network packet broker (a Vision ONE in the image above) with one egress port
configuration on each of the Remote site Vision E1S devices.

To configure one egress port on each of the Remote site Vision E1S devices:

1. Select the relevant remote site Vision E1S Network Packet Broker (NPB).

Vision E1S (2 Devices)

\ll

5D aus-F1S-demol

NetStack T

325,180,283,3...
Rx Packets

0
Tx Packets

AppStack f
0

Bits/sec

0

Sessions/sec

E5) aus-F1S-demo2

0
Rx Packets

NetStack 4

0
Tx Packets

0
Bits/zec

AppStack ‘

0
Sessions/sec

2. On the NetStack tab, select Add.
The Ingress Port, Filter, and Tool/Egress Ports appear.

-35-
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NETSTACK ~ APPSTACK  ACTIVESTACK

Y

Priority  Ingress Port

# o= M 3 PO3-1G

P03-1G z&E

EEICN| Cancel

Ingress Port @

Filter

Tool/Egress Ports

P04-1G

Tool/Egress Ports 0
P04-1G &

3. Forthe Ingress and Tool/Egress Ports, select Add and select a port - for example, Ingress Port
P03-1G and Tool/Egress Port P04-1G.

NOTE To configure ports, the Vision E1S requires a port pair, that is, both an
Ingress port and a Tool/Egress port.

4. For the Tool/Egress Port, select the edit icon.

(470 [

Tool/Egress Ports

P04-1G

5. Open the Mode drop-list and select IP Enabled.

%jﬁr

P04-1G

MTU 1518
Maode IP Enabled v
IP Address | 10.200.45.6

Subnet Mask

Gateway

Remote Endpeint

255.255.255.240

Remote IP Address

10.200.435.3

6. Forthis Vision E1S, enter the IP Address, Subnet Mask, Gateway, and Route.
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7. Forthe Tools Farm Vision E1S (the Remote Endpoint), enter the Remote IP Address.
This creates a GRE tunnel from this port to the Remote Endpoint (the Tools Farm Vision E1S).

8. Select Close.

9. Select Save to save this configuration on the Remote site Vision E1S.

To configure the ingress side of the Tools Farm Vision ONE network packet broker, see Tunneling
Tab (Network Ports Only) in the Ixia Vision ONE User Guide, located on the Ixia Customer

Support Portal.

» Select User Guides > Vision Network Packet Broker (NPB) > Ixia Vision ONE User
Guide.

Configure Vision E1S Use Case 3

Remote sites - collect traffic flows to netflow/ixflow collector

Central controller -  Applies filters pre-flow analysis (netstack
" Remote site VE1S N = - +  Defines flow collection rules (appstack)
S T Defines flow collectors IPs
d ) = Stores all configurations
\ Q
(o]
— L @ 2 |
\ J 3
(" Remote site B VE1S i =
—L e
. < o
/ Remote site VE1S ) N
e J
‘I_‘ - Flow collectors
L v - -
4 Remote site VE1S Y Third party flow collection
S y Per site traffic
ﬂ —_ S Ixflow extra information
I . Plugin available (Splunk)
. J/

For use case 3, configure the NetStack tab on the Vision E1S devices to ingress data from the
remote site taps and egress it to AppStack. Configure the AppStack > Settings tab for NetFlow /
IxFlow and NetFlow collectors for traffic flowing from the Vision E1S to the NetFlow collectors.
Configure the AppStack > Filters tab to filter out what is needed to be converted to NetFlow and
sent to NetFlow collectors.

To configure use case 3:
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1. Select the relevant remote site Vision E1S Network Packet Broker (NPB).

Vision E1S (2 Devices)

v B T Foon

aus-E15-demol

NetStack 4

325,180,283,3... 0
Rx Packets

Tx Packets

AppStack f

0
Bits/sec

0

Sessions/sec

ESD aus-E15-demo2

NetStack 4

0
Rx Packets

0
Tx Packets

AppStack ‘

0
Bits/sec

0
Sessions/sec

2. On the NetStack tab, select Add.

The Ingress Port, Filter, and Tool/Egress Ports appear.

3. Forthe Ingress Port, select Add and select the port where the tap is cabled into the Vision E1S -

for example, Port P12-10G.

4. For the Tool/Egress Port, select Add, scroll down, and select AppStack.

o

Search..

Tool/Egress Ports

PO8-1G

P09-10G

P10-10G

AppStack

5. Select the AppStack> Settings tab.
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aus-E1S-demol

NETSTACK ~ APPSTACK

Statistics ~ Filters

Settings

ACTIVESTACK

PCAPS

Enabled I

Global Settings

Active Flow Timeout(sec)

30 L)

Combine Bidirectional |

Flows

Netflow Version V10
Enable bFlow @)

(T3 Advanced Configuration

Geographical

¥ Client IP Country Code
[ Client IP City Name
[# Server P Country Code

¥ ServerIP City Name

Application

# ppplication Name
HTTP

O wrreur

HTTP Sessions

Bum

I Octet Total Count

@ Client IP Country Name
™ Client Latitude
¥ Server IP Country Name

¥ Server Latitude

@ Application ID

U HTTP Hostname

5 Request Method

) Client IP Region Code
M Client Longitude
) Server IP Region Code

¥ Server Longitude

U Latency

O HTTP User Agent

| status Code

) Client IP Region Name
[ Client AS Name
¥ server IP Region Name

- Server AS Name

[ HTTP Message Version

U Request Time

6. Select Enabled, NetFlow Version, Enable IxFlow, and the IxFlow fields you want to

include.

NOTE

Select Save to save the Netflow Version and IxFlow fields.

Scroll down to NetFlow Collectors and open a + icon.

4739

= No
Enabled
IP Address | & 10.36.170.244
Port = 4739

Protocol | UDP

Sample Rate | 100

Sample Unit | %

Cancel

NetFlow Version 10 supports the IxFlow fields. If you select NetFlow
Version 9, the IxFlow fields are grayed out (unselectable).

100

Attached Filters

9. Select Enabled and enter an IP address, Port, Protocol, Sample Rate, and Sample Unit.

10. Select Save.

11. Select the AppStack > Filters tab.

12. Select Add and the appropriate filter - Geographical, Protocol/Port, or Applications - for
example, Protocol/Port.

-39 -
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- o 4 UDP43

Mame = UDP49 Geographical BaoILINGT 8 Applications | Traffic Egress

Protocol Type s(tce] [FULLY dotesp-1psec)

17 Li ]

PortRanges | @ 49 — 49 +Add Ports | @

13. Inthe Protocol Type area, select a protocol - for example, UDP.
14. Inthe Port Ranges area, select a port or range of ports - for example, 49.
15. Select Traffic Egress.

16. Select NetFlow and the relevant IP address you created in the AppStack > Settings tab for a
NetFlow Collector.

- o 4 UDP43
Name UDP43 Geographical | Protocol/Port ‘ Applications | BRLELH =G |
Drop ©
Forward ©
¥ NetFlow €

10.36.175.242:4739
10.36.173.240:4739

| ¥1036170244:4735 |

17. Enter a name for this filter - for example, UDP49.
18. Select Save to save this filter.

If you return to the AppStack > Settings tab to the NetFlow collector
NOTE whose IP address you just selected for this filter, you now see this filter as

an Attached Filter.

- Yes 10.36.170.244 4739 uppP 100
Enabled Aftached Filters
IP Address & | 1038170244 UDP49
Port | 4739
Protocol utprP A

Sample Rate | 100
Sample Unit | % v

=V Cancel
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Configure Vision E1S Use Case 4

Remote sites — capture filtered traffic on-demand and retrieve files

Central controller -  Defines port mapping
- «  Defines filter rules netstack+appstack

(" Remote site VE1S Trigger Capure . < _
T e Q Triggers file capture
ﬁ 7 3 ¥ Upload capture file
Q
N Q P
(" Remote site . - VE1IS ) P - %
e e ®g
7 — A R :
\ ) / 3
— /
(" Remote site VETS ) /

g )
A %?E o 7, : Tools Farm

(" Remote site VE1S )
——— R @

\—I_._— J

Use case 4 is similar to use case 3 for NetStack configuration. Configure an AppStack filter and then
generate a PCAP from the AppStack component based on a filter of 100MB or less. After that, you can
download the PCAP from the Hawkeye user interface (UI) to use it in other tools.

To configure use case 4:
1. See use case 3 for the NetStack configuration.

2. Select the AppStack > Filters tab.
3. Create or open an AppStack filter - for example, Unmatched Traffic.
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£ 4+ m 4 UDP49
HEE B | 5 UDPTest
- Unmatched Traffic
Name Unmatched Traffic Traffic Egress
Drop ©

¥ Forward €

NetFlow €

[HSa\rel l Cancel l

In this example, Traffic Egress is the only choice, but for other filters, select Traffic Egress.
Select Forward.

Select Save to save changes to this filter.
Traffic now forwards from this Vision E1S filter to AppStack, where you can capture it in PCAPs.

Select the Capture tab.

Open the Filter drop-list and select a filter that forwards to AppStack - in our example,
Unmatched Traffic.

9. Either accept the default 100MB Size or select or enter a smaller size for the PCAP.
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[ GH 793 X

aus-E1S-demo1l

NETSTACK ~ APPSTACK  SYSTEM

STATISTICS  FILTERS NETFLOW  CAPTURE  SETTINGS

Filter  Unmatched Traffic - @
Size (MB) 100
@ 5 Unmatched Traffic 2019-01-16 17:35:55
o E 4 Unmatched Traffic 2019-01-16 17:32:45
o & 1 Apple 2019-01-03 22:07:42 195MB

Showing 1 to 3 of 3 entries Previous Next

10. Select Start.

11. The capture automatically stops when the file reaches the size limit you set, but you can select
the Stop button sooner.

=)

METSTACK  APPSTACK  SYSTEM

STATISTICS FILTERS  NETFLOW  CAPTURE  SETTINGS

Filter ~Unmatched Traffic -

Size (MB) =~ 100

m & 1 Apple 2019-01-03 22:07:42

Showing 1to 1 of 1 entries
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(GE 798

METSTACK  APPSTACK  SYSTEM

STATISTICS FILTERS NETFLOW  CAPTURE  SETTINGS

Filter = Unmatched Traffic -

Size (MB) 100

Hl Stopping

o X 2 Unmatched Traffic

o & 1 Apple

Showing 1to 2 of 2 entries

12. To download a PCAP file, select the download icon for the relevant capture file and save it to
your PC or a network directory.

Configuring Vision E1S

The Vision E1S has multiple configuration options for NETSTACK and APPSTACK, which are available
by selecting those tabs. On the SYSTEM tab, you can see Hawkeye server information and, if needed,
reboot the selected Vision E1S.

Order of Operations for Configuring NETSTACK Traffic

To configure NETSTACK traffic, the following is the order of operations:

1. Add NETSTACK filters.
2. Map NETSTACK ports (one ingress and one or more egress ports).
3. Add one or more NETSTACK filters to the mapped ports.

Configure NETSTACK

The following are some of the ways you can configure NETSTACK traffic:
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Use Vision E1S NetStack Filter Parameters ............................................................ 45
Add NETSTACK Filvers ... ... . e 48
Map NETSTACK Ports, Limit Traffic, and Replicate It to Multiple Tools .................. 50
Terminate GRE tunnels ... .. 54
Originate GRE TUNNEIS ... . 55
Terminate VXLAN Tunnels ... 56
Originate VXLAN Tunnels ... . 59
Replicate TraffiC ... 60
Aggregate Traffic .. ... . . 61
Deduplicate Packets ... .. 62

Use Vision E1S NetStack Filter Parameters

Many of the NetStack filter parameters require a prerequisite command to precede them with
appropriate formatting and order. For example:

udp, udp_dst=0x3C/OxFF
< prerequisite from short hand list> , <filter type>=<Exact decimal value or
Hexidecimal>/<bitwise mask (type dependent on value type preceding the /) >

And then if you like you can remove the use of the prerequisite from the shorthand list and it can be
replaced with something like the following to allow you to filter both the ip source address and udp
source port.

Eth_type=0x0800,ip_ src=100.1.0.55,Ip proto=17,udp_source=30

The following figure shows the multiple filter above on the NetStack Filter Criteria tab:
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Vision E1S (3 Devices)

+addFilter | T

General Filter Criteria Packet Stripping

Criteria | £th_type=0x800,ip_src=100.1.0.55,ip_proto=17,
udp_src=30

® Pass By Criteria Deny By Criteria

| Save | | Cancel |

Sample filter syntax -

All - Empty criteria field
Filter on source IP or dest IP -
o ip.nw_src=192.168.1.1 )
o ipmw_dst=192 168.1.10 (7]
Filter on source IP network or dest IP network -
o ip.nw_src=182.168.1.0/255.255.255.0 2]
o jpmw_dst=192.168.1.0/255.255.255.0 @
Filter on tcp port -
o top fep sre=1000 f&l
o toptop_dst=11000CF]
o tcp_.fcp_src:ﬂxﬂé‘s&.-"ﬂxﬂ?“sfal
Filter on udp port -
o udp,udp_sre=5000 £
o udp,udp_dst=0000 8]
3 ucb,uc‘b_src:ﬂxﬁes-’ﬂxﬁfs@
Filter on a specific vlanid - di_wan=50 fEl
Filter on IP Header Protocol Field -
eth_type=0x0800,ip_prote=47 (7]

Please check documentation @ for more examples.

The following are the commands you can add to a NetStack filter string.

NOTE For the fields below, (b) means this field supports <value>/<bitmask>.

icmp_code
icmp_type
sctp_src
sctp_dst
udp_dst (b)
udp_src (b)
tcp_flags (b)
tcp_src (b)
tcp_dst (b)
arp_tha (b)
arp_sha (b)
arp_tpa (b)
arp_spa (b)
arp_op
ip_dscp
nw_tos
ip_frag
nw_ttl
nw_proto
ipv6_dst (b)
ipv6_src (b)
ipv6_label (b)
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nw_ecn aka ip_ecn
ip_src (b) aka nw_src
ip_dst (b) aka nw_dst
mpls_ttl

mpls_bos

mpls_tc

mpls_label

vlan_tci (b)

vlan_pcp

vlan_vid

dl_vlan

dl_vlan_pcp

eth_type aka dl_type
eth_dst (b)

eth_src (b)

Shorthand Value Definitions

Shorthand Value Definition

eth packet type=(0,0)

ip eth type=0x0800

ipvé eth type=0x86dd

icmp eth type=0x0800,ip proto=1
icmp6 eth type=0x86dd,ip proto=58
tcp eth type=0x0800,ip proto=6
tcp6 eth type=0x86dd, ip proto=6
udp eth type=0x0800,ip proto=17
udp6 eth type=0x86dd,ip proto=17
sctp eth type=0x0800,ip proto=132
sctp6 eth type=0x86dd,ip proto=132
arp eth type=0x0806

rarp eth type=0x8035

mpls eth type=0x8847

mplsm eth type=0x8848
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Add NETSTACK Filters

NetStack filters are defined globally on the Hawkeye system so they can be created and applied to
multiple Vision E1S devices.

To add NetStack filters:

1. Select the NetStack - PacketStack Filters button.

Vision E1S (2 Devices)

A - | etstck- Pcketsnc iver | 2]
E2D aus F15-demol ﬁ ESD aus E15-demo? G
NetStack NetStack
14,247,46... 0 0 0
Rx Packets Tx Packets Rx Packets Tx Packets
AppStack f AppStack L 4
2,819,834 . 20,638 0 0
Bits/sec Sessions/sec Bits/sec Sessions/sec

2. Select the Add Filter button.
Vision E1S (2 Devices)

+ Add Filter | R4

General Filter Criteria Packet Stripping

Name
Description

UserGroups = &  x Administrators
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a. On the General tab, enter a name and description for the filter.

Vision E1S (2 Devices)

+AddFilter | T

General Filter Criteria Packet Stripping

MName VLAN 335t||p

Description ~ Filter VLAN 30 and strip VLAN

UserGroups @  * Administrators

[ﬂSavel lCancel]

b. On the Filter Criteria tab, select either Pass by Criteria or Deny by Criteria option and
specify the criteria for this filter. Default option is Pass by Criteria.

TIP To use and adapt the common filter templates in the Sample filter
syntax, select the copy/paste icon, paste it into the Criteria field,
and change the value for your purpose. In the example below, we
changed the template value 50 to 30.

Vision E1S (3 Devices)

+AddFilter | T

General Filter Criteria Packet Stripping

Sample filter syntax -
Criteria | eth_type=0x800,ip_src=100.1.0.55,ip_proto=17, ample Hter syntax

udp_sre=20

All - Empty criteria field
Filter on source IP or dest IP -
o ip,nw_src=192.168.1.1 2]
o ip.nw_dst=192168.1.10 7]
Filter on source IP network or dest IP network -
® Pass By Criteria Deny By Criteria S owrsI IR 5:"'_255 2552550 €]
o jp,nw_dst=152.168.1.0/255.255.255.0 (2]
Filter on tcp port -

N
.

o tepfep sre=1000 fi

o tep tep_dst=11000E2]

o tcp,tcp_srl::OxOSsa.-"Oxﬁ?“Sfal
» Filter on udp port -

o udpudp src=5000 fal

o udpudp dst=9000 8]

o udp,udp_sre=0x03e8/ 0k 2]
Filter on a specific vlanid - dl_lan=50 EEI
Filter on IP Header Protocol Field -
eth_type=0x0800,ip_proto=47 (2]

Please check doc ion @ for more pl

|Save | | Cancel |

c. On the Packet Stripping tab, select the relevant option you want to apply to the filter - in
this example, select VLAN Stripping.
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General Filter Criteria Packet Stripping

) WLAN Stripping
] WxLAN Stripping

| GRE/ERSPAN Stripping

Supported range: 64 to 9000

(0 MPLS Stripping Bvies

(J Packet Trimming ‘6-1- {in Bytes) €

B Save | Cancel |

» Traffic should be filtered to include only frames that you desire
stripping to be performed.

» Packet Trimming supports final trim size of 64 to 9000 bytes.

w

Select the Save button.
After you save a filter, it becomes available to ALL installed and enabled Vision E1S devices.

When defining a filter, the filter can be made available to one or several groups
of users so they can be shared among users.

Y2el:3y\\§@ When you apply changes to a filter, it instantly updates the filter in all the Vision
E1S units where that filter is used.

(Y[lel:ay\\il Not all OVS filters are supported on the Vision E1S units.

TIP If you're experimenting with a filter to see what it will do, create a new filter
rather than using an existing filter. That way, you avoid applying an
experimental filter globally to all units, a filter that may not work properly. You
can search online for OVS filters to find one that does what you want. Then you
can try it experimentally on a Vision E1S unit.

Example Filters

Purpose Filter
Get VxXLAN Traffic udp, upd_dst=4789
Get GRE Traffic ip, ip_proto=47

Map NETSTACK Ports, Limit Traffic, and Replicate It to Multiple Tools

For NETSTACK, you can define port mapping rules so you can filter packets, aggregate packets, and
more. You can also perform packet stripping and packet forwarding.
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Port Mapping Priority

A higher priority value will receive traffic before a lower priority value because proper ordering of port

mappings are required. Any traffic that matches a higher priority filter will have the action of filter
applied and not be passed to a lower priority filter.

NOTE For Port Priorities 1-10, Port Priority 1 is lowest and 10 is highest.

To configure NetStack port mapping:
1. Select the relevant Vision E1S device.

2. Onthe NETSTACK tab, select the Add button to set up the traffic flow.

= kes-ga-ec2 4 X
NETSTACK  APPSTACK  SYSTEM
+add (|¥ poris 2]
H o+ @ 4 PG ForwardVLANLO PO4-16
B o=@z eomG P0516
Ingress Port [#2d1]0 Filter [#aa Tool/Egress Ports +dd j@
POT-16 ZE | Fowardviano = B Posic ze
Lal L.
Bisave | cancel
E o+ @ 2 PosIG MPLSsiip POS1G
+ @ 1 PG Vianstripping 16
Showing 14 of & entries (fltered from 13 otsl antries) Frevions [l next

a. Toadd an Ingress Port, in the Ingress Port section, select the Add button and select a
port — for example, PO7-1G.

MNETSTACK ~ APPSTACK  SYSTEM

+ Add T

Ingress Port i Filter
Search.. Q l

PO31G =
PO41G
PO6-1G
| E)save | | cance | PO7-1G -
.
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You can only have one (1) Ingress Port in an Ingress/Egress port
NOTE pair, but you can have multiple Tool/Egress Ports

Once you designate a port as an Ingress Port, you cannot use it as
a Tool/Egress Port. You can, however, use the same port for
multiple filtering, stripping, or forwarding.

E1S kes-qa-ec2

NETSTACK ~ APPSTACK  SVSTEM

| #ng | ¥

mm_m Parts

# -8 < Poac ForwardVLAN10 Poe1G
Ingress Port + o Filter + Tool/Egress Ports +add|©
PO3-1G (1] P! [AEceemse 8 Pl | e Ze
Bsave [Cancet I
# + 8 3 PoMaG Pos-1
o+ @ 2 s MPLSstp P051G
B o=@ 1 PG Wanstrigsing o416
Ingress Port +add |@ Filter + Tool/Egress Ports +4dd|@
PO3-16 e pp| Vaostieping B P | o Ze
save | (Cancel |

b. To add a Filter, in the Filter section, select the Add button and select one of the
NETSTACK filters you have previously created - for example, ForwardVLAN10.

Filter -I‘
. Search.. Q I

WVLAM30strip

ForwardVLAN10

: dm | L

c. To add one or more Tool/Egress Ports, in the Tool/Egress Ports section, select the Add
button and select one or more egress ports - for example, P06-1G and P08-1G.
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Tool/Egress Ports +Add ‘
. P06-1G Search.. Q
POS-1G a
P08-1G
P09-10G
P10-10G
AppStack

NETSTACK ~ APPSTACK  SYSTEM

+add | T Ports | 2]
Ingress Port +Add|@ Filter [+ Tool/Egress Ports [E20)
PO7-16 ze »|  ForwardVLANiO & »| P0G @86
> >
P08-1G 35

3. Select the Save button.

The resulting port map looks like this, where you replicate forwarding VLAN 10 traffic to two
Tool ports connected to two different tools:

aus-E1S-demol > x

NETSTACK APPSTACK SYSTEM

v —o
Priority  Ingress Port Filter Tool/Egress Ports

: o+ 0 4 PO7-1G ForwardVLAN10 PO6-1G, P08-1G

E + @ 3 P11-106 AppStack

The following is an example of a much more complex port mapping that includes the new
port mapping images at the top of the screen that visually represent the tabular port
mapping at the bottom of the screen:
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(55 ) vels-0033 o X
NETSTACK  APPSTACK  SYSTEM
v ele)
o S
P03-1G
m, _— A e Sov) PO4-1G
=
P
_— POT-1G
ForvardVLANT0 —
gk [
AppStack A Ea
m/—"" e POB-1G
_ P
PO6-1G =
sep T ?::,57777 Toar o P10-106
— — — S
s, = -srp
POS-10G - UDPesti2ie — il
p— ~—__ P12106
= K
o P11-106 52
Q00O AppStack QARQ
[ —— Ftter [e——
+ o 6 AppStack ForwardVLAN10 PO7-1G.
+ @ s P11-106 UDPdstazve P12-10G, AppStack
+m e e Pos-1
+ 8 3 eesc Po7-16
+ o 2 PO3-1G PO4-1G %
+ @ 1 Posie Pi0106 N

Showing 1o 6 of 6 entries (filtered from 19 total entries)

Terminate GRE tunnels
To terminate GRE tunnels:

1. Select the relevant Vision E1S.
2. Onthe NETSTACK tab, select Add.

3. Inthe Ingress Port section, select Add and select an available port - for example, P03-1G.

NETSTACK  APPSTACK

SYSTEM

+add | T

Ingress Port

+raso |

Search..

PO3-1G

b

PO4-1G

[Eisave | [ Cancel

POT-1G

P09-10G

a |

b

4, Select the editicon.
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Ingress Port

P03-1G

+ Add
Add

i}

%@_

5. Select the Mode drop-list and select IP Enabled.

P03-1G

MTU

Mode

IP Address
Subnet Mask

Gateway

Save

1518

IP Enabled -

192.168.200.120

2533.255.255.0

192.168.200.1

6. Enter the IP Address, Subnet Mask, and Gateway.
7. Inthe Tool/Egress Ports section, select Add and select a port - for example, P04-1G.

NOTE You can only map ports in pairs, with one Ingress Port and one or more
Tool/Egress Ports.

8. Select Save to save the GRE termination on the Ingress Port which forwards packets to the

Tool/Egress Port(s).

Originate GRE Tunnels

To originate GRE tunnels:

LD

P04-1G.

Select the relevant Vision E1S.
On the NETSTACK tab, select Add.
In the Ingress Port section, select Add and select an available port - for example, P03-1G.

In the Tools/Egress Ports section, select Add and select an available port - for example,
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5. Select the edit icon.

Tool/Egress Ports

P04-1G

Tool/Egress Ports 0
| PO416 @?

6. Open the Mode drop-list and select IP Enabled.

P04-1G

MTU 1518

Made IP Enabled v

P Address = 10.200.45.6
SubnetMask =~ 255.255.255.240

Gateway

Remote Endpeint

Remote IP Address =~ 10.200.43.5

7. Enter the IP Address, Subnet Mask, Gateway, and Remote IP Address.

NOTE You must enter a Remote IP Address so the GRE tunnel has a place to go,
the Remote Endpoint.

8. Select Save to save the GRE tunnel origination.
9. Select Save to save changes to the port pair - the Ingress and Egress ports.

Terminate VxLAN Tunnels

When an Ingress port is set to VXLAN the following rules apply:
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» Accepts UDP Traffic with Destination Port set to 4789
» Is not dependent on VNI setting
» All other traffic is dropped

» Does not support Cisco’s implementation of VxLAN
To terminate VXLAN tunnels:

1. Select the relevant Vision E1S.
2. Onthe NETSTACK tab, select Add.

3. Inthe Ingress Port section, select Add and select an available port — for example, P03-1G.

NETSTACK  APPSTACK  SYSTEM

+Add | ¥
Ingress Port +Add |@ ‘

Searct Q
|}
P03-1G -
&
P04-1G
POT1G
l E) Save l l Cancel l P09-10G .

4. Select the editicon.
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+Add | T

Ingress Port | +Add @

P03-1G [Elz

5. Select the Mode drop-list, and select IP Enabled.

MTU | 1554
Mode  IP Enabled -
Tunnel Type = VKLAM M

IP Address = 192.168.172.65
Subnet Mask | 255.255.255.128

Gateway = 192.168.172.1

B save

Select the Tunnel Type drop-list, and Select VxXLAN.
Enter the IP Address, Subnet Mask, and Gateway.
In the Tool/Egress Ports section, select Add, and select a port - for example, P04-1G.

NOTE You can only map ports in pairs, with one Ingress Port and one or more
Tool/Egress Ports.

9. Select Save to save the VXLAN termination on the Ingress Port, which forwards packets to the
Tool/Egress Port(s).
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Originate VxLAN Tunnels

When an Egress port is set to VXLAN the following rules apply:

e Tunnel must be able to ARP and PING the address of the remote end
» Traffic will be transmitted using UDP dest. port 4789.
e VNI is configurable.

To originate VXLAN tunnels:

6.

Select the relevant Vision E1S.

1
2. Onthe NETSTACK tab, select Add.
3.
4

In the Ingress Port section, select Add, and select an available port - for example, P0O3-1G.

In the Tools/Egress Ports section, select Add, and select an available port — for example,
P04-1G.

Select the edit icon.

Tool/Egress Ports

P04-1G

Tool/Egress Ports 0
P P46 @U@

Open the Mode drop-list, and select IP Enabled.
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7. Set Tunnel Type as VxLAN:

unnel Type = VxLAN A

vni - 0

IP Address =~ 10.220.156.2
Subnet Mask =~ 255.255.255.248

Gateway 10.220.156.1

Remote Endpoint

Remote IP Address ll"3'-22':'~1-5|

=) Save

8. Enter the IP Address, Subnet Mask, Gateway, and Remote IP Address.

NOTE You must enter a Remote IP Address so the GRE tunnel has a place to go,
the Remote Endpoint.

9. Select Save to save the GRE tunnel origination.

10. Select Save to save changes to the port pair - the Ingress and Egress ports.
Replicate Traffic

The following are a few of the ways you can replicate traffic to multiple tools:
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¢ One Ingress Port to multiple Tool/Egress Ports
Es) aus-E1S-demol

NETSTACK ~ APPSTACK  SYSTEM

+Add | ¥

Priority  Ingress Port Filter Tool/Egress Ports

+ I

o 6 P03-1G P05-1G, P06-1G, PO8-1G

* Two instances of one Ingress Port to multiple Tool/Egress Ports

E1S aus-E15-demol

NETSTACK ~ APPSTACK  SYSTEM

] v

Priority  Ingress Port Filter Tool/Egress Ports
+ 1 6 P03-1G P05-1G, P06-1G
+ 0 5 P03-1G6 P04-1G

* Two instances of one Ingress Port with same filter to multiple Tool/Egress Ports

E1S aus-E1S-demol

NETSTACK APPSTACK SYSTEM

[+

Priority  Ingress Port Filter Tool/Egress Ports
+ o 6 P03-1G ForwardVLAN10 P05-1G, P06-1G
+ o 5 P03-1G ForwardVLAN10 P04-1G

Aggregate Traffic
The following are a couple of ways to aggregate traffic:

« Aggregate all traffic from two 1G ports to one 10G port

[ EH ] aus-E1S-demol

NETSTACK  APPSTACK SYSTEM

) -

Priority  Ingress Port Filter Tool/Egress Ports
+ 6 P03-1G P09-10G
+ 1 5 POT-1G P09-10G

-61- 913-2427-01 Rev A



Chapter 1 Hawkeye Vision E1S Management

* Aggregate the same filtered traffic from two 1G ports to one 10G port

[ EH | aus-E1S-demol

METSTACK ~ APPSTACK  SYSTEM

)

Priority  Ingress Port Tool/Egress Ports

+ 0 6 P03-1G ForwardVLAN10 P09-10G
+ 0 5 POT-1G ForwardVLAN10 P09-10G

Deduplicate Packets

The deduplication functionality operates on L3+ basis. Deduplication will treat an encapsulated
packets, such as in the case of VXLAN, as a payload.

Order of operations for Deduplication and Tunnel Types enabled on the same Egress port is tunneling
encapsulation first, then deduping, then sending of the packet over the physical port.

flows ---> VxLAN/GRE encapsulation -->dedup -> phyPort -> pkt_out
To configure Deduplication:

1. Select the relevant Vision E1S.

2. Onthe NETSTACK tab, select Add.

3. Inthe Ingress Port section, select Add and select an available port - for example, P03-1G.
4

In the Tools/Egress Ports section, select Add and select an available port - for example,
P04-1G.

5. Select the edit icon.

Tool/Egress Ports

P04-1G

Tool/Egress Ports ﬂ
| PO416 @j@[
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6. Setthe Deduplication slider to On.

MTy 1518
Deduplicatian|ﬂ| i}
Mode Raw =

B Save

7. Select Save to save the Deduplication configuration.
8. Select Save to save changes to the port pair — the Ingress and Egress ports.

Configure APPSTACK

You can use APPSTACK to:

Monitor APPSTACK Statistics Related to the Top Filters and Applications ... ... .. 64
Filter APPSTACK Traffic Based on Criteria ... 64
Egress APPSTACK Filtered Traffic ... ... .. . 65
Send NetFlow/IxFlow Records to NetFlow Collectors ... 66
Capture Filtered Trafficand Save It ... .. 69
Forward APPSTACK Filtered Traffic to an Outside Tool ........................................... 70
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Monitor APPSTACK Statistics Related to the Top Filters and
Applications

To monitor the statistics related to the top filters and top applications detected in the analyzed traffic:

1.
2.

Select the relevant Vision E1S.
Select the APPSTACK tab.
Select the STATISTICS tab.

NETSTACK APPSTACK SYSTEM

STATISTICS FILTERS NETFLOW CAPTURE SETTINGS

B Last5Minutes

(Breesan[&

@ App Distribution =

T Instagram
Apple
100M ‘MAP///\ \\
. POP3 / ~ —— TCP:80
Tcps190 7
1 TCP:443
308pm  30pm  30pm  Apm  llem  32pm 3:2em 3am 3%m o 3:04pm .
— Bits/Sec — Sessions/Sec J
YouTube

Y Top Filters = £= Top Apps =

Filter 11 Sessions 1T Total Bytes 11 share 15 App 1T Sessions 1T Total Bytes 1T Total Packets 1T Share I

cp80 143038 57.9GB 57.42% TCP:80 94347 40.9GB 27944654 43.63%

Unmatched Traffic 3735817 40GB 39.64% YouTube 16192 13.2GB 8982649 14.08%

Apple 3014 23GB 2.23% SMTPS 615151 12268 17217957 13%

UDPTest 249200 716.1MB 0.71% TCP:443 39682 8GB 6004535 8.54%
TCP:5190 1050995 5.7GB 24444417 6.08%
POP3 4383 5.4GB 3717686 5.76%
IMAP 387065 3.96GB 23216088 4.16%
Apple 1509 226GB 1473828 2.33%
Instagram 8001 12GB 893825 1.31%
TCP:554 408668 1GB 5589991 1.11%

Filter APPSTACK Traffic Based on Criteria

To filter traffic based on criteria:

il

Select the relevant Vision E1S.
Select the APPSTACK tab.
Select the Filters tab.

Select the Add button.
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[ EH ] aus-E1S-demol

NETSTACK ~ APPSTACK  SYSTEM

STATISTICS ~ FILTERS ~ NETFLOW  CAPTURE  SETTINGS

+Add | ¥

Name e€Bay Geographical

Protocol/Port QGTTHIIEUGIT  Traffic Egress

eBay x Search..

Authentication

Chat/IM

Data Transfer

Data Transfer/File Sharing

Distributed Computing

Selected Applications Application Categories Applications
Q

-

Search..
WikiLeaks
eBay @
MessageMe

VKontakte

ESPN

To filter on applications, select the Applications tab.

Select an application - for example, eBay.

Select Save to save this filter.

Egress APPSTACK Filtered Traffic

To egress APPSTACK filtered traffic:

e

N

10.

Select the relevant Vision E1S.
Select APPSTACK.
Select FILTERS.

Open the expand plus icon for the relevant filter - for example, eBay.

| 6 TestDemo

[ eBay

Select Traffic Egress.

Select an egress action - for example, Forward.

Select Save to save this egress action for this APPSTACK filter.

To use this forwarded APPSTACK traffic, select the NETSTACK tab.
Select the Add button.

In the Ingress Port section select Add and select AppStack.
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11. Inthe Tool/Egress Ports section, select Add and select an egress port - for example, P04-

NETSTACK APPSTACK SYSTEM
:
Priority  Ingress Port Filt Tool/Egress Ports
8 P12-10G AppStack
| HECY T AppStack PO4-1G |
Ingress Port [+2ed)o Filter Tool/Egress Ports [#raa)o
AppStack a . |- P04-1G [r.4:]
>

12. Select Save to save this APPSTACK egress action and NETSTACK port mapping.

Send NetFlow/IxFlow Records to NetFlow Collectors
1. Select the relevant Vision E1S.

2. Onthe NETSTACK tab, select Add.

3. Forthe Ingress Port, select Add and select the port where the tap is cabled into the Vision E1S
- for example, port P12-10G.

NETSTACK ~ APPSTACK  SYSTEM

(] «

Priority  Ingress Port

EEE | 8 P12-106

ToollEgress Ports

AppStack

Ingress Port

P12-106

Filter

v

Tool/Egress Ports

o

B | AppStack
>

4. Forthe Tool/Egress Port, select Add, scroll down, and select AppStack.

Tool/Egress Ports [ +dd 3]
Search. Q
P08-1G “
P03-10G
P10-10G
AppStack -

5. Select the APPSTACK > NETFLOW tab.
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TIP Expand the IxFlow Fields section to see and configure it, and minimize it to

focus more on the NetFlow Collectors.

E1S

METSTACK ~ APPSTACK  SYSTEM

aus-E1S-demol

STATISTICS ~ FILTERS ~ NETFLOW  CAPTURE  SETTINGS

Global Settings

Active Flow Timeout(sec) | 30 o IxFlow Fields

Combine Bidirectional Flows [

Geographical

9 Client IP Region Code [ Client IP Region Name
 Client Longitude [ Client 45 Name
[ Server IP Region Code  ServerIP Region Name

@ Server Longitude O Server AS Name

INetflow Version vio

@ Client IP Country Code

Enzble xFlow 1€ @ ClientIP City Name
@ Server IP Country Code
@ Server IP City Name
Application
@ Application Name
HTTP

O Latency

I HTTPURI

HTTP Sessions

) HTTP User Agent. ) HTTP Message Version

6. Select Enabled, NetFlow Version, Enable IxFlow, and the IxFlow fields you want to

include.

NOTE NetFlow Version 10 supports the IxFlow fields. If you select NetFlow
Version 9, the IxFlow fields are grayed out (unselectable).

Select Save to save the Netflow Version and IxFlow fields.

Either minimize the IXFlow Fields or scroll down to the NetFlow Collectors section and open

a +icon.
- No 4739
Enabled ¥

IP Address = &L 10.36.170.244

Port | 4739

Protocol uDpP v
Sample Rate | 100

Sample Unit | % v

EEVEN  Cancel

100

Attached Filters

9. Select Enabled and enter an IP Address, Port, Protocol, Sample Rate, and Sample Unit.

10. Select Save.
11. Select the AppStack > Filters tab.
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STATISTICS FILTERS NETFLOW CAPTURE SETTINGS

[ +add || ¥
|szg ‘ UDP4s | | Geographical [ERPIT 20 ‘ Applications | Traffic Egress
Protocol Type | Custom E(TCP!mFD(ESPVIPSEC)
17 o
| Port Ranges e o - 0 “ + Add Ports |B

12. Select Add.

13. Enter a meaningful Name like UDP49 and the appropriate filter - Geographical, Protocol/Port,
or Applications - for example, Protocol/Port.

14. Inthe Protocol Type area, select a protocol - for example, UDP.

15. In our example, select Add Ports to enter the Port Ranges for this UDP filter — for example,
49.

16. Select Traffic Egress.

17. Select NetFlow and the relevant IP address you created in the AppStack > NetFlow tab for
the NetFlow Collector in step 8 above.

NETSTACK APPSTACK SYSTEM

STATISTICS FILTERS NETFLOW CAPTURE SETTINGS

+add | T

Name UDP43 Geographical | Protocol/Port | Applications el 123
i Drop @
L Forward @
¥ NetFlow ©

10.36.175.242:4739
10.36.173.240:4739
#110.36.170.244:4739

18. Select Save to save this APPSTACK FILTER.

If you return to the APPSTACK > NETFLOW tab to the NetFlow Collector
NOTE whose IP address you just selected for this filter, you now see this filter as
an Attached Filter.

Netflow Collectors

Enabled Ip Address Port Protocol Sample Rate
+ Yes 10.36.175.242 4735 ucp 100
+ Yes 10.36.173.240 4735 UcP 100
= Yes 10.36.170.244 4739 upp 100
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Capture Filtered Traffic and Save It

1.
2.
3.

10.

Select the APPSTACK > FILTERS tab.
Create or open an APPSTACK FILTER - for example, Instagram.
Select Traffic Egress.

H - o 8 Instagram

Mame  Instagram Geographical | Protocol/Port | Application Traffic Egress

Drop ©

¥ Forward @

NetFlow €

Select Forward.

Select Save to save changes to this filter.
Traffic now forwards from the APPSTACK FILTER Instagram.

Select the CAPTURE tab.

Open the Filter drop-list and select an APPSTACK FILTER set to Forward - in our example,
Instagram.

NETSTACK  APPSTACK SYSTEM

STATISTICS FILTERS NETFLOW | CAPTURE | SETTINGS

Filter | Instagram

Size (MB) | 20

i size

4 Filter It Record Date

o & 8 Instagram 2018-01-30 2%:17:46 5.1MB
| S 7 Apple 2015-01-30 22:14:17 375.1K8
o & [ tcp80 2019-01-17 15:38:23 10.1MB
o & 5 Unmatched Traffic 2019-01-16 17:35:55 90.6MB
| S 4 Unmatched Traffic 2019-01-16 17:32:45 100 MB
o & 1 Apple 2018-01-03 22:07:42 13.5M8

Showing 1 to 6 of 6 entries

Either accept the default 100MB Size limit or enter a lower size - for example, 20MB.
Select the Start button.

Either allow the packet capture (PCAP) to stop when it reaches the limit you set, or select the
Stop button to end the PCAP sooner.
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METSTACK  APPSTACK SYSTEM

STATISTICS FILTERS METFLOW CAPTURE SETTINGS

Filter = Instagram -

Size (MB) 20

The newest PCAP appears at the top of the list.

STATISTICS FILTERS NETFLOW CAPTURE SETTINGS

Filter = Instagram M

Size{MB) 20

I Filter It Record Date it size
o E Instagram 2019-01-30 22:41:11 TMB
o ‘I' 8 Instagram 2019-01-30 22:17:46 5.1MB
T & 7 Apple 2019-01-30 22:14:17 375.1KB
T & 6 tep80 2019-01-17 15:38:23 10.1MB
T & 5 Unmatched Traffic 2019-01-16 17:35:55 90.6 MB
T & 4 Unmatched Traffic 2019-01-16 17:32:45 100MB
T & 1 Apple 2019-01-03 22:07:42 19.5M8

Showing 1to 7 of 7 entries

11. To download a PCAP file, select the download icon for the relevant capture file and save it to
your PC or network directory.

Forward APPSTACK Filtered Traffic to an Outside Tool

To forward APPSTACK filtered traffic to an outside tool:

1. Select the relevant Vision E1S.
2. Select NETSTACK.
3. Select Add.

NETSTACK ~ APPSTACK SYSTEM

(3] « e

Priority  Ingress Port Filter Tool/Egress Ports
¥ o+ 0 8 P12-106 P03-10G
H o= 0 7 AppStack PO4-1G
Ingress Port [+add|@ Filter +Add Tool/Egress Ports +Add |@
AppStack ic} _> . Po4-1G [EAm)|
»
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4. Inthe Ingress Port section, open the Add button and select AppStack.

5. Inthe Tool/Egress Ports section, open the Add button and select the relevant port - for
example, P04-1G.

Ensure the port you select is cabled to the relevant tool to analyze this
AppStack filtered traffic.

6. Select the Save button.

Active Monitoring Tests

Active monitoring testing is same as HawkeyeTest Execution.

«5 \ision E1S

P Test Execution

@ Test Execution |
@ Test
@® Test
® Test

See Hawkeye Test Types for information on testing.

Convert 10G NETSTACK Port for Active Monitoring Test Execution

To make a 10G port on a Vision E1S available to use for active monitoring/Hawkeye test execution,
you disable the 10G port.

To disable a 10G NETSTACK port:

1. Select the relevant Vision E1S.
2. Onthe NETSTACK tab, select the Ports button.

Previous Mext

3. Choose a 10G port that you are not using in any port mappings, and select the Active button to
dectivate that port for NETSTACK use.
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METSTACK APPSTACK SYSTEM

T
Active State MName MAC Address Speed

O & rPoz-1G 3er2c:99:e0:e0:a8
O ¥ rPos-1G 3er2c:99:e0:e0:ad
O ¥ rPos-16 3cr2c:99:e0:e0:3b
O ' POB-1G 3c2o99eleiaa
O ¥ Po7-16 3er2c:99:e0:e0:ad
[ & #  Pos-1G Sci2oftelediac

'g & Poo-106 30:20:99:e0:e%:ze

P10-10G 3ci2c99:efe:af
O # P16 3c:2c:99:20:e2:b0
O $ Piz-10G 3c:2c:99:e0e2:bl

Showing 1 to 10 of 10 entries (filtered from 20 total entries)

4. Select OK in the deactivate confirmation.

Are you sure you want to deactivate the Port?

Warning: Any port mappings using this port will be permanently |

deleted from system.

Face Hawkeye Server NetStack User Kernel Ownership (Active
Plate Interface Monitoring/Hawkeye)
M1 N/A enp2s0

M2 N/A enp3s0

3 P03-1G enp4s0*

4 P04-1G enp5s0*

5 P05-1G enp6s0fo*

6 P06-1G enp6s0fl*

7 P07-1G enp6s1fo*

8 P08-1G enp6s1fi*

9 P09-10G enp10s0f0
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10 P010-10G enp10s0f1
11 P011-10G enpl11s0f0
12 P012-10G enpl11s0f1

* These ports only appear in the CLI prior to establishing a connection between the Vision E1S and
the Hawkeye Server. Once the connection is established, these ports are added to the NetStack
configuration and are configurable from the Hawkeye Server’s NetStack User Interface.

Upgrade the Vision E1S

You can upgrade the Vision E1S in both online and offline processes.

Update with Hawkeye

If the Vision E1S Device is connected to a Hawkeye Server for management, the Hawkeye server
automatically updates the Vision E1S to the required version to work with the Hawkeye server.

Upgrade in Local Manager Mode

You can upgrade the Vision E1S in Local Manager mode with both online and offline processes.

Online update

You can upgrade the Vision E1S running XR Version 5.0.1 or later versions with a connection to the
internet to the latest release of XR Version from the UI:

1. Select System from the side bar, and select the Check for updates button:

= System A o 2 ¢
-

1

= 4

Check for updates ‘ b

SR——————
= N
‘1 b |

4

* System P Runtime )
4

System Version 5.0. Number of active probes 1

. b

Server Address Number of active concurrent users b
4

Disk Usage 5% of 255G used Number of Tests currently running L
).

Client Session Idle Time (seconds) 3600 Number of Mesh Tests currently running b |
4

List Display Refresh Time (milliseconds) 120000 Number of Node to Node Tests currently running 1
-
Log files Retention Time (minutes) 240 Number of Real Service Tests currently running §
Database Records Retention (Days) 365 Number of total pairs in Last Run 3

r
Time on Server Average Pairs executed Last Day 4
Time on Client Max Pairs executed Last Day /
Daylight Saving Setting 1] Min Pairs executed Last Day ‘
4

4

B et e B i, A e BT b e e It b e it i B o I enlin o O e S o B e St nris p s . _”

If an update is available, the Update Server button appears.

-73- 913-2427-01 Rev A



Chapter 1 Hawkeye Vision E1S Management
2. Select the Update Server button to open the Update Server dialog box.

Update Server x

Good to know:
¢ Update could take from 1 hour to many depending on your hardware capabilities.
* |tis recommended to leave "Backup Configuration" and "Backup Results" set on.
(In case o failure you can restore your system.)
¢ During update your system will be unavailable to use.
» After update your system might require a reboot.

Required:
¢ Make sure your system is connected to internet.
* DO NOT interact with system during the update.
(The only one interaction allowed is to access system from a web browser.)
¢ DO NOT power off system during update.

Backup Configuration m Backup Results m

3. Optionally select Backup Configuration and Backup Results to back up your configuration
or results, and then select Update.

A confirmation dialog box appears.
Select OK to start the update.
5. After the update starts, the system directs you to an Update Status page.
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Updating Hawkeye in progress ...

Start checking basic requirements ...
DONE: Basic requirements for update have been met.

Configuration backup in progress ...
DONE: Configuration backup was executed with success.

Results backup in progress ...
DONE: Results backup executed with success.

Upgrading server in progress ...

Dependency checking ...
DONE: Dependency checking

Downloading packages ...
DONE: Downloading packages

Installing updates ..

DONE: Installing updates

Cleaning Up ...

DONE: Cleaning Up

Verifying updates ...

DONE: Verifying updates

DONE: Server was updated with success.
Check if reboot machine is needed ...

Now vou have to reboot the system _..

Reboot Now

L—;a e e S W N A WS W W v Qv W, W T Y S N Y

y R T R Sl s At I b i Skl O WO o sk | gt

This page reports when each step in the update is done and checks to see if the system needs to
be rebooted once the update is complete. If a reboot is required, you are prompted to reboot by
selecting the Reboot Now button. If a reboot is not required, you are redirected to the login
page when the update completes.

NOTE During the update the system will not be available for access by other
users.

Offline update

You can upgrade the Vision E1S in Local Manager mode in offline update mode either from the user
interface (UI) or from the command line program (CLI). This section describes both of these
processes.

UI update process

A Vision E1S must be running version 5.0.2 or later to support offline upgrade from the user interface
(UI).
To update the Vision E1S from the UI:

1. Download the UpdateRepo.iso file from support.ixiacom.com to your local machine.

TIP Download the .iso file ahead of time, before you begin the UI update
process.

2. Select System from the side bar, and then select the Upload ISO button.
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4

= System a 0 2 ¢
I Upload ISO J Check for updates J

4

o 9

4

£+ System = P Runtime = 4
System Version 5.0.2 (10800572) Number of active probes 13 I j

4

s*
;
;

A I SOt N, o I WA

The Upload dialog box opens in a new browser window.

Good to know:
e Uploading an image could take from few minutes to 1 hour, depending
on network capabilities between your device and Hawkeye server.
* Only one upload can be executed at a time, if exists an upload in
progress you have to cancel it before start a new one.
e By closing/reload this window upload will stop and you have to manual
delete already uploaded data. Use Cancel button to safe stop upload

Uploading: UpdateREPO_5.0.2.10800972.is0 6.3 gb

-
B Browse IS0 file

3. Select the Browse ISO file button, and then navigate to and select the UpdateRepo.iso file
that you previously downloaded.

BT Y R W T T U W e W S T iy |

4. Select Open.
The upload begins immediately after you select Open.
If you do not refresh or close this browser window, the update continues while you continue to
use Hawkeye and E1S.
After the upload completes, the system validates that it is a Keysight update repository ISO file
and shows a notification in the Hawkeye UI.

913-2427-01 Rev A -76 -



Chapter 1 Hawkeye Vision E1S Management

Notifications Details X

24

I1SO image validation success

Image: UpdateREPCO_5.0.2.10800972.is0 was validated with success. Please refresh your browser.
yes

no

sysadmin

PV VWY W W W WYY T e e

2021-02-08 15:34:26

|
t
)
s'
|
|
!
%
s’
;

After Hawkeye validates the image, it displays the image available offline for update on the
System page.

Image available offline for update: UpdateREPO_5.0.2.10800972.is0 ¥ Remove

14
+
«
1
Update Server 3
4

5. Select the Update Server button to start and continue the update process, similar to online
update.

‘ Upload ISO H Check for updates

CLI update process

You can upgrade the Vision E1S in Local Manager mode running 5.0.1 or higher versions offline to the
latest release of Hawkeye from the CLI.

To upgrade the Vision E1S with the CLI:

1. Download the .iso image from support.ixiacom.com.
TIP Do this ahead of time, before you start the CLI upgrade process.

2. Transfer the .iso image to the /tmp directory of your Vision E1S, and run the following CLI
command:
#updateServer --offline <path to .iso file>

If a reboot is required, the Vision E1S prompts you to reboot the system after the upgrade.

NOTE The updateServer command can also perform backups and check for
available updates if the server has an internet connection. To see other

options available, run the following command:
#updateServer -h
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XR-E1S Probe - Install and Configure

The XR-E1S is a CentOS 7 based probe derived from the Vision E1S. It is the replacement for the
Vision E1S to provide more performance for the Endpoint, less restrictions on routing, and full root
access at the cost of no NETSTACK and no APPSTACK.

XR-E1S Prerequisites

The XR-E1S runs on the Vision E1S hardware. The XR-E1S requires the Vision E1S image 5.2 or
newer.

If your vision E1S does not have the command install xr els, please
contact Keysight support for next steps.

XR-E1S Installation

To install the XR-E1S:

1. Login to the Vision E1S as user ksuser.

Do not change the interface Configuration prior to running install xr
els

2. Run the SR-E1S installation script from the command line: install xr els
The system auto installs and reboots to the new image when the installation is complete.

The interface configuration is not maintained between modes: Vision vs
XR. You must configure each mode that is to be used.

XR-E1S - Configuration

After the successful deployment of the provided OVA or QCOW2 image in your Virtualization
environment, connect to your Hawkeye Server.
To connect to your Hawkeye Server:

1. Signinto the XR-E1S.

Change the default password.

2
3. Optionally configure an IP address (the default is configured for DHCP).
4

Connect to the Hawkeye Server.

Sign in to the XR-E1S
After deployment, use your serial connection or ssh to the XR-E1S to access the CLI.
The following is the default login information for the XR-E1S:

e uUsername: root

e password: keysight
Change the default password

Please use the passwd command to change the password for root.

#passwd
Changing password for user root.
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Changing password for root.

(current) UNIX password:

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
#

Connect to the Hawkeye Server

After your system is configured with access to the network, you can point it to your Hawkeye 5.2 or
later Server using the probeConfigure command.

Note the probeConfigure command will set the linux hostname.

# probeConfigure
Probe/Host Name (xr-els):
Hawkeye Server (hawkeye-server):<HawkeyeServerName_ IP>

XR-E1S CLI commands

The XR-E1S probe supports the following CLI commands:

Command Options Description

probeStatus -V Checks the Status of the
XR-E1S system. -v option
shows verbose output
including status of
individual components of
the total system.

collectLogs -a Collects all the open log
files.

probeVersion Software version of the XR-
E1S probe.

probeConfigure Configure the probe name

and Hawkeye Server.

systemInformation Display system
information: Serial
Number, UUID, BIOS
Vender, BIOS Version.

switch_mode Switch between Vision Els
(PacketBroker Mode) and
XR-E1S (Endpoint Mode).

E1S CLI Commands

The Vision E1S supports the following CLI commands:
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Command

probeStatus

collectLogs

probeReboot

probeShutdown

systemInformation

ksTcpdump

mountISO <filename.

unmountISO

chariotMode
<disable|enable>

changeHostname
<NewHostName>

913-2427-01 Rev A

Options

-V

all tcpdump options

iso>

_80_

Description

Checks the Status of the
E1S system. -v option
shows verbose output
including status of
individual components
of the total system.

Collects all the open log
files and snap shots of
the Packet Broker
configuration.

Reboots the Vision E1S
device.

Turn off the VisionE1S.
The device will need to
be power cycled to
restart.

Display system
information: Serial
Number, UUID, BIOS
Vender, BIOS Version

ksusers rtcpdump.
Limits what interfaces
can be used.

Filename of ISO, mount
the ISO at /mnt/ks-iso
and update the upgrade
repository to point to the
mount.

Unmout anything
mounted at /mnt/ks-iso
update the upgrade
repository to point to the
Keysight Repository.

disable = turn on the
firewall
enable = turn off the

filrewall

Change the hostname of
the Vision E1S device.
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Command Options Description
linkstat -V Ethernet device link
status
interfaceConfigure Configure Ethernet
interfaces for the Vision
E1S device.
changeRepo --url <URL> Set Repo base URL
--release <RELEASE> Set desired Release
version
updateServer -h | --help Prints help menu.
-c | --backupConfiguration Create a backup for

configuration (MariaDB)

-r | --backupResults Create a backup for
results (ElasticSearch)

-v | --releaseVersion Set a fix release version;
ex: 5.0

-a | --abort Stop static files server,
restart Hawkeye
services

-C | --checkVersionOnly Check the current

version and the possible
update version

-f | --force Must force if the update
is a Major Version
change

-u | --ui (DO NOT USE) Request
is performed from UI

--offline <ISO Path> Perform an update from
a local Hawkeye Server
ISO
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